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A LITTLE BIT
OF HISTORY

B A R O U M  M R A D

B e f o r e  m o v i n g  t o  S w i t z e r l a n d ,  B a r o u m  w a s  t h e  

D i r e c t o r  o f  B u s i n e s s  I n t e l l i g e n c e  a t  C C A i n  

Wa s h i n g t o n  D C .  H e  l e d  a  t a s k  f o r c e  o f  

I n t e l l i g e n c e  a n a l y s t  t e a m s  w i t h  t h e  o b j e c t i v e  t o  

t r a c k  H u m a n  T r a f f i c k i n g  i n  A f r i c a .

B a r o u m  S t a r t e d  a s  a  m a r k e t  r e s e a r c h  a n a l y s t  i n  

t h e  I T  i n d u s t r y,  e a r n i n g  h i s  e x p e r i e n c e  a n d  

c e r t i f i c a t i o n s  i n  d a t a  s c i e n c e  a n d  i n t e l l i g e n c e  

a n a l y t i c s ,  b e f o r e  m o v i n g  t o  t h e  g o v e r n m e n t  

f i e l d ,  w h e r e  h e  w a s  a l s o  e x p o s e d  t o  p r i v a c y  a n d  

H u m a n  R i g h t s .

L E A R N  M O R E

B a r o u m  e a r n e d  h i s  B a c h e l o r  d e g r e e  i n  

C o m m u n i c a t i o n  S c i e n c e s  a n d  D a t a  S c i e n c e  a t  

R u t g e r s  U n i v e r s i t y,  i n  N e w  J e r s e y,  a n d  h i s  E x e c u t i v e  

M a s t e r  o f  B u s i n e s s  A d m i n i s t r a t i o n  ( E M B A ) .  H e  a l s o  

c o m p l e t e d  t h e  C A S  D P O  a t  S t .  G a l l e n U n i v e r s i t y  

( H S G )  a n d  r e c e n t l y  h i s  M a s t e r  o f  L a w  ( L L M )  i n  

C o m p l i a n c e  a t  F r i b o u r g  U n i v e r s i t y.
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C Y B E R  
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THE OTHER WEB

O n e  i s  t h e  m o s t  w e l l  k n o w n  p a r t  o f  t h e  W e b ,  t h e  S u r f a c e  W e b .  T h e  

o t h e r  p a r t s  a r e  t h e  s u b m e r g e d  o n e s :  D e e p  a n d  D a r k  w e b ,  t e r m s  

o f t e n  c o n f u s e d ,  u s e d  i n t e r c h a n g e a b l y,  a n d  s o m e t i m e s  d e m o n i z e d .  

B u t  i n  r e a l i t y  t h e y  i n d i c a t e  t w o  d i f f e r e n t  d i g i t a l  t e r r i t o r i e s ,  o f  w h i c h  

i n  m o s t  c a s e s  t h e r e  i s  n o  n e e d  t o  b e  a f r a i d .  H o w e v e r ,  i t  i s  

i m p o r t a n t  t o  u n d e r s t a n d  w h a t  t h e y  a r e ,  p a r t i c u l a r l y  t h e  D a r k  w e b .

4% Surface Web

96% Deep and Dark Web
L E A R N  M O R E



5



6

DARKNET
Yo u  c a n  b u y  c r e d i t  c a r d  n u m b e r s ,  a l l  m a n n e r  o f  d r u g s ,  g u n s ,  

c o u n t e r f e i t  m o n e y,  s t o l e n  s u b s c r i p t i o n  c r e d e n t i a l s ,  h a c k e d  

N e t f l i x  a c c o u n t s  a n d  s o f t w a r e  t h a t  h e l p s  y o u  b r e a k  i n t o  o t h e r  

p e o p l e ’ s  c o m p u t e r s .  

B u y  l o g i n  c r e d e n t i a l s  t o  a  $ 5 0 , 0 0 0  B a n k  o f  A m e r i c a  a c c o u n t  f o r  

$ 5 0 0 .  G e t  $ 3 , 0 0 0  i n  c o u n t e r f e i t  $ 2 0  b i l l s  f o r  $ 6 0 0 .  

B u y  s e v e n  p r e p a i d  d e b i t  c a r d s ,  e a c h  w i t h  a  $ 2 , 5 0 0  b a l a n c e ,  f o r  

$ 5 0 0  ( e x p r e s s  s h i p p i n g  i n c l u d e d ) .  

A “ l i f e t i m e ”  N e t f l i x  p r e m i u m  a c c o u n t  g o e s  f o r  $ 6 .

Yo u  c a n  h i r e  h a c k e r s  t o  a t t a c k  c o m p u t e r s  f o r  y o u .

Yo u  c a n  b u y  u s e r n a m e s  a n d  p a s s w o r d s .

B u t  i t  i s  a l s o  u s e d  f o r  s e c u r e  c o m m u n i c a t i o n s  a n d  f r e e d o m  o f  

e x p r e s s i o n  i n  c o u n t r i e s  w h e r e  t h e  r i s k  o f  s u c h  c o m m u n i c a t i o n s  

i s  t h e  d e a t h  p e n a l t y  o r  l e g a l  c o n s e q u e n c e s .
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PRIVACY

L E T  U S  A N A LY S E  A  P R A C T I C A L  C A S E :
• H E A L T H  D ATA

• D ATA  P R O T E C T I O N  S T R AT E G Y
• PA N D E M I C

• T H E  F U T U R E  O F  P R I VA C Y

IN PRACTICE
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HEALTH DATA

OLTP
• Operational data
• Short and simple data/queries
• Frequent updates

OLAP
• Consolidated data
• Complex data
• Infrequent updates

Decision Support System (DSS)
• Go from OLTP sources to single big 

data warehouse OLAP
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DATA PROTECTION STRATEGY

• Dimension 1 – Legal Framework
• Dimension 2 – Internal Compliance
• Dimension 3 – External Compliance

• Think:
• Industry
• HR
• IT
• Surveilance
• Administration

PRIVACY BY DESIGN
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DATA PROTECTION STRATEGY

LEGAL FRAMEWORK

Martani, A., Egli, P., Widmer, M., &amp; Elger, B. (2020, September 1). Data Protection and biomedical research in Switzerland: Setting the record straight. Swiss Medical Weekly. Retrieved October 
21, 2022, from https://smw.ch/article/doi/smw.2020.20332 

In Switzerland, for example, the FADP contains general rules on the processing of personal data by federal bodies (e.g. 
federal universities) and private persons (e.g. pharmaceutical companies), while cantonal data protection regulations set the 
norms for the processing of data relating to or deriving from cantonal bodies (e.g. cantonal hospitals and cantonal universities). 

On top of these general regulations, a number of additional data protection rules are scattered across several sectorial legislative 
acts (fig. 2). The principal ones in the field of interest for this article are the HRA [11], the law on electronic patient record (LEPR 
[30]), the Law on Health insurance (LHI [31]), the Epidemic Law (EL [32]), the Law on Cancer Registration (LCR [33]), the 
Federal Statistic Act (FSA [34]) and the Federal Act on Human Genetic Testing (HGTA [35]). 
• The HRA covers the collection and analysis of data in the field of human research. 
• The LEPR concerns the “processing of data in the electronic patient record” (art. 1 [30]), which hospitals and nursing homes have

the duty to offer [36]. 
• The LHI contains some data protection rules concerning duties of healthcare providers and healthcare payees to transfer data to 

federal offices with monitoring (art. 23 and art 59a [31]) or quality control purposes (art 58b and 58c [31]). 
• The EL has some sectorial rules applicable to “process personal data, including data concerning health, for the purpose of 

identifying people who are ill, potentially ill, infected, potentially infected or that expel pathogen elements with respect to public 
health provisions, in particular to single out and surveil contagious illness and fight against them” (art. 58 [32]). 

• The LCR regulates the “collection, recording and analysis of data concerning cancer illnesses” (Art. 1 [33]) for monitoring, 
prevention, quality development and research purposes (art. 2 [33]). 

• The FSA delineates some data protection rules for the processing of data by the Federal Office of Statistics. The HGTA focuses 
on the regulation of genetic testing for the medical, employment, insurance and liability contexts and it contains some rules on the 
protection of genetic data. 

• Lastly, the processing of data by healthcare professionals and researchers is also covered by the rules on confidentiality in the 
Criminal Code (art. 321 and art. 321bis Criminal Code [37]).
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DATA PROTECTION STRATEGY

An overview of parts of the legislative
framework concerning data processing
in Switzerland. The image does not
aim to be exhaustive, but merely
indicative of the relationship between
different legislative acts concerning
data protection and data processing in
the healthcare sector.

Martani, A., Egli, P., Widmer, M., &amp; Elger, B. (2020, September 1). Data Protection and biomedical research in Switzerland: Setting the record straight. 
Swiss Medical Weekly. Retrieved October 21, 2022, from https://smw.ch/article/doi/smw.2020.20332 



17PRIVACY IN PRACTICE
DATA PROTECTION STRATEGY

Why is Data Protection important in the pharmaceutical industry?

• All pharmaceutical companies hold personal data about individuals.
• The processing of personal data is heavily regulated.

What should you do?

• Establish a lawful basis to undertake such processing.
• There are general lawful basis, such as:

• processing activities relate to staff. In this case the processing is necessary for performing the employment
contract with that staff member.

• On the other hand, processing of special categories of data, through research and clinical trials etc., require a
separate lawful basis to process this type of data.

• Apply all organizational and technical measures for protecting data and privacy.
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DATA PROTECTION STRATEGY

PRIVACY BY DESIGN – RISK BASED APPROACH

Technical

Legal & 
ComplianceOrganizational
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PRIVACY IN PRACTICE

The COVID-19 Pandemic 

highl ighted the 'gaps' and 

accelerated the need for 

synergy between privacy 

and publ ic health 

interests.

PANDEMIC
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STAY SAFE – PRIVACY IS A HUMAN RIGHT
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STAY SAFE – PRIVACY IS A HUMAN RIGHT
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STAY SAFE – PRIVACY IS A HUMAN RIGHT
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INTERNET 
OF BODIES 

(IoB)

L E A R N  M O R E

Te c h n o l o g i c a l  i n n o v a t i o n ,  i n  p a r t i c u l a r  w e a r a b l e s  a n d  

i n t e g r a t e d  d e v i c e s ,  a r e  t r a n s f o r m i n g  t h e  h u m a n  b o d y  

i n t o  a  n e w  t e c h n o l o g i c a l  p l a t f o r m  - i n t o  w h a t  i s  n o w  

c a l l e d  t h e  ' I n t e r n e t  o f  B o d i e s  ( I o B ) ' .

T H E  F U T U R E  O F  P R I V A C Y

I o B d e v i c e s  t r a c k ,  r e c o r d  a n d  s t o r e  t h i n g s  l i k e  u s e r s '  

m o v e m e n t s ,  b o d i l y  f u n c t i o n s  a n d  w h a t  t h e y  s e e ,  h e a r  

o r  e v e n  t h i n k .  D e t e r m i n i n g  w h o  c a n  a c c e s s ,  c o l l e c t  

o r  i n t e r a c t  w i t h  t h i s  t y p e  o f  p e r s o n a l  a n d  h e a l t h  d a t a  

i s  a  k e y  c o n s i d e r a t i o n  w i t h  a n y  I o B d e v i c e .  

F r o m  a  s e c u r i t y  p o i n t  o f  v i e w,  t h e  r i s k  i s  a l s o  v e r y  

h i g .  P a r t i c u l a r l y  i n  t h e  c a s e  o f  e m b e d d e d  m e d i c a l  

d e v i c e s ,  m a n i p u l a t i o n  o r  b l o c k i n g  f r o m  t h e  a c c o u n t  

c o u l d  r e s u l t  i n  s e r i o u s  p h y s i c a l  h a r m  a n d  e v e n  

d e a t h .  
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THANK YOU!

BAROUM MRAD
D P O - H S G ,  M B A ,  L L M

@ b a r u m g e o r g i s


